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Audit committee guidelines for
evaluating whistleblowing channels

Introduction
The audit committee plays a vital role in evaluating the entity’s tone at the top and
its culture. Employees will subscribe to an entity’s culture if they are confident that
it is transparent, ethical and there is evidence that it is initiated by the tone at the
top.
Many entities locally and internationally have implemented processes and
procedures to ensure the enforcement of the culture through requesting and
investigating instances of misconduct and non-compliance with the code of ethics.
Although these processes and procedures differ in nature, a common and very
useful method of ensuring and establishing the culture of an entity is through
whistleblowing policies.

What is whistleblowing?
Whistleblowing is a key defence against management override of internal controls
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and forms part of an entity’s fraud prevention and detection strategy. Responses
from the KPMG Africa Fraud and Misconduct Survey of 2005 indicated that 44% of
instances of fraud were detected by whistleblower processes.
Whistleblowing is a process for anonymous reporting of suspected wrongdoing. In
South Africa the Protected Disclosures Act of 2000 (Whistleblowing Act) requires
entities to establish policies and procedures for the reporting of fraudulent activities
of personnel and management1.
Whistleblowing can be achieved through creating appropriate channels whereby
employees can make reports about unethical and fraudulent behaviour, and
misconduct. Such a mechanism should allow for the whistleblower to remain
anonymous, should he/she wish to. Examples of such mechanisms are the
following:
 Providing employees, customers and suppliers with a Free-post address to

allow them to provide written complaints.
 Providing a toll-free telephone number whereby whistleblowers may call such

a number an make a report.
 Providing a toll-free fax number whereby whistle blowers may fax reports.
 Providing a secure email address whereby whistle blowers can email reports.
 Provide a secure web-based reporting tool for purposes of reporting.

1 In the KPMG Africa Fraud and Misconduct Survey 2005, 44% of the respondents across Africa
had a whistleblowing hotline available to employees, 23% to suppliers and 27% to customers.
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Establishing a whistleblowing hotline
Although whistleblowing may take various forms in an entity, it typically
incorporates a telephone hotline. It is the responsibility of management to establish
and actively promote the existence of the whistleblowing hotline to employees,
suppliers and customers.
The hotline should not be operated internally as this may compromise the entire
whistleblowing process. Research conducted by the Institute of Directors indicates
that many entities have moved away from committees evaluating reports to the
whistleblowing hotline, and have instead placed this responsibility with a trusted
ombudsman within the entity. The audit committee should satisfy itself that this
ombudsman is independent and has direct access to the chairperson.
The ombudsman is responsible for evaluating all complaints and reports regularly
and timeously to the audit committee on the following:
 Significant complaints.
 The number and nature of reports received by the hotline.
 The seriousness of the complaints received.
 The estimated or actual monetary value of the complaints received.
 How the complaints were dealt with i.e. the investigative process and

the outcomes.
The most important characteristic of the hotline is confidentiality and
whistleblowers should be confident that they will not suffer any retaliation from any
person within the entity. Both the process and the culture will be negatively
affected if investigations are not performed by skilled forensic specialists.
Complaints should be dealt with swiftly and the results publicised to build
confidence in the effectiveness of the hotline. Sensitive matters should however be
handled discreetly to ensure that the process builds and retains credibility.
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The role of the audit committee
Internationally, the Sarbanes-Oxley Act in the United States and the Companies Act
in the UK requires the audit committee to set policies and procedures in place for
receiving these communications and ensuring that management take the
appropriate action.
The Corporate Laws Amendment Bill in South Africa requires the audit committee
to “receive and deal appropriately with any complaints (whether from within or
outside the company) relating either to the accounting practices and internal audit
of the company or to the content or auditing of its financial statements, or to any
related matter”.
The audit committee in South Africa should evaluate the whistleblowing policies
and procedures established by management, with the objective of ensuring that
appropriate arrangements are in place to enable employees, suppliers and
customers to report, in confidence, possible improprieties. It is the audit
committee’s responsibility to monitor output from the whistleblowing hotline and
the appropriate investigative actions taken by forensic specialists.

Assessing the design effectiveness of the
whistleblowing hotline
In assessing the design effectiveness of the hotline, an audit committee should
consider the following questions:
 Are whistleblowing procedures documented and communicated throughout

the entity, as well as to suppliers and customers?
 Does the policy make it clear that it is both safe and acceptable for employees,

suppliers and customers to raise concerns about wrongdoing?
 Were whistleblowing procedures arrived at through a consultative process? Do

employees, suppliers and customers buy into the process?
 Are concerns that have been raised by employees, suppliers or customers

responded to within a reasonable timeframe?
 Are procedures in place to ensure that all reasonable steps are taken to

prevent the victimisation of genuine whistleblowers?
 Does the hotline have a dedicated hotline number, fax number, web site, e-mail

address, and regular mail or post office box address to expedite reports of
suspected incidents of misconduct, and are these details well-publicised?
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 Does the hotline demonstrate confidentiality, including showing how caller ID,

e-mail tracking, and other technologies cannot be used to identify the
whistleblower?
 Has the entity considered use of an independent hotline operator or a trusted

ombudsman to enhance the perception of confidentiality?
 Does the hotline utilise trained interviewers to handle calls to the hotline rather

than a voice mail system?
 Is the hotline available for 24 hours a day, 365 days a year?
 Does the hotline have multi-lingual capability to support hotline callers with

different ethnic backgrounds or who are calling from different countries?
 Are callers provided with a unique identification number to enable them to call

back later anonymously to receive feedback or follow-up questions from
investigators?
 Does the entity have a case management system to log all calls and their

follow-up, to facilitate management of the resolution process, testing by internal
auditors and/or forensic investigators and oversight by the audit committee? For
a sample tracking report that audit committees may use for this purpose, refer
to Appendix A.
 Has the entity established protocols for the timely distribution of each type of

complaint, regardless of the mechanism used to report the complaint, to
appropriate individuals within the entity and to the audit committee and board of
directors where appropriate?
 Are complaints of any kind involving senior management automatically submitted

directly to the audit committee without filtering by management or other entity
personnel?
 Does the entity effectively distribute comprehensive educational materials and

training programs to raise awareness of the hotline among potential users? Are
these materials available in all relevant languages given the potential user base
and do they take into consideration cultural differences that may require
alternative approaches to achieve the desired goal?
 Is the hotline available to other potential stakeholders other than employees such

as suppliers and customers?
 Are success stories publicised?
 Does the audit committee receive statistics from the hotline to determine and

evaluate its use and effectiveness?
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Appendix A
Below is an example of a Tracking Report that may be used by the audit committee to record and follow up on communications
received as part of the whistleblowing policy and procedures. This example is for illustrative purposes only, and it is advised
that the audit committee tailor the report based on the entity’s specific needs.

Date
Submitted

Tracking
Description of Submitted by1 Value of
Number or
complaint
incidence
Case Number

Current
status2

Actions taken
Date

Comments

Contact details:
Lindie Engelbrecht
ACF National Coordinator
011 647 8778 or
lindie.engelbrecht@kpmg.co.za

1 Employee (E); Customer (C); Vendor (V); Shareholder (S); Other (O)
2 R – Resolved; UI – Under Investigation; D – Dismissed; W – Withdrawn; P – Pending / No action

